
When Systems Go Dark: 
Communicating through a Municipal 
Cyberattack







“You just don’t understand 
how many things are tech-

based in your world until 
this happens.”



“As a comparison, it’s 
like you’re being held 

hostage, and you can’t 
tell anyone.”



What do you do? Mari Cockerell
Communications and Marketing 

Director at City of Abilene

Kelli Lewis
Marketing Director at City of 

Carrollton
Lacey Rose

Director of Communications 
& Public Engagement
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Impact
Full Network

• Email
• Website
• Phones & 

Voicemail
• Account Access
• All Computers





Computer Assessment
• All computers considered 

infected until checked
• Deployed new devices
• Smiley sticker system



Initial Messaging



Citizen Response & Investigation



Citizen Response & Investigation



Rebuilding the Website
• On-prem vs Cloud
• Built Splash Page
•   Rebuilt Pages

• Wayback Machine
•   Staff in the EOC



Email
• All Email Lost

• Yahoo & Gmail
• Office 365 

Licenses 
Deployed



Email



Dragging On



Lessons Learned
• Prioritize IT
• Cloud-Based with Redundancy & Resiliency
• Create City Business Continuity Plan, 

Policy, & Review Group
• Hard Copy Backups
• Pen & Paper Options
• Advance Discussion: Pay or Not









4/21/2026 All Employee Email:

Greetings, everyone! 
 
Returning to work this morning, a lot of our team is becoming aware of a cyber 
event that occurred over the weekend, and the work being done to address it. 
 
On April 18, 2025, City officials received reports of unresponsive servers within our 
internal network and immediately began executing our incident response plan and 
disconnecting affected and critical assets to secure our systems. We also launched 
an investigation and engaged industry-leading cybersecurity experts to determine 
the nature and scope of the incident and notified relevant authorities.   
  
Our IT Department has worked around the clock to successfully restore our 
services to minimize downtime and the impact on our operations. Our 
investigation is ongoing, and we continue to closely monitor our systems for any 
unusual activity. Out of an abundance of caution, certain systems have been taken 
offline. However, emergency services are still up and running with the continued 
ability to timely assist, and no unidentified financial activity has been detected. 
 
We are in the early stages of our investigation. Anyone who has experienced a 
cyber incident knows it is a time-intensive process. Every week, we will learn more 
about the scope of the incident and will communicate additional details as our 
investigation progresses. We take the security of our systems very seriously and 
appreciate your patience and understanding as we work diligently to restore our 
systems and resources. 
 
We'd like to remind everyone that media or public inquiries in this situation, just 
like any other instance, should always be directed to mediarequest@abilenetx.gov. 
If you are contacted by news media or anyone outside of the City organization 
requesting information, please ask them to send their inquiry to 
mediarequest@abilenetx.gov. Feel free to utilize this response: 
 
Thank you for your inquiry. I’m not the right person to speak with you about this 
matter, but if you could email your request to mediarequest@abilenetx.gov, our 
Communications Department will be happy to assist. 
 
Thank you for your service and help as we move forward! 

May 21-ish, 2026 Media Communication:

Media partners -  
 
We can confirm the information included in the Comparitech article dated May 
19, 2025 in regards to the cyber incident and demands made by the 
ransomware group, Qilin, is accurate. (Link to article) 
 
The City of Abilene has been working with cyber security professionals since 
the incident began on April 18th and, given their expert direction along with 
adherence to the City's organizational values and standards, determined the 
payment of any kind of ransom to criminal or terrorist entities of this sort 
would not take place.  
 
At this time the City is still limited in its ability to comment on the incident as 
the investigation continues and discovery efforts follow. We can, however, 
assure residents that City leadership is keeping close track of the cost of the 
incident and how those funds will be recovered. City leadership is also closely 
following any impact the cyber incident may have on personal information, and 
is prioritizing notification to individuals along with educational tools and 
resources. 
 
The City of Abilene understands various aspects of functionality across several 
departments and services has been affected by the network outage that 
followed the cyber incident, and we sincerely apologize for the frustration and 
disruption this has caused. Our employees are working diligently to continue 
serving our community, and we greatly appreciate everyone's patience and 
understanding.  
 
As stated previously, we look forward to sharing more information on the 
cyber incident as soon as the investigation concludes and we are able to do so. 

mailto:mediarequest@abilenetx.gov
mailto:mediarequest@abilenetx.gov
https://www.comparitech.com/news/hackers-give-abilene-tx-one-week-to-pay-ransom-after-cyber-attack/


6/2/25 All Employee Email:
 
Hello, City of Abilene team! 
 
As many employees have likely noted from local news media reports, the past 
couple of weeks marked a milestone of sorts in our journey following the cyber 
attack and network shutdown of April 18. The hackers who infected our 
network with ransomware posted on the dark web that the City had a May 27 
deadline to send payment in order to prevent the release of data stolen by the 
group. The City did not pay the hackers any money, and the deadline was 
allowed to pass. 
 
Due to that situation and the investigation taking place prior to May 27, the 
City had been very limited in its ability to communicate details about the attack 
to the public and employees. With the deadline behind us, we are grateful to 
be able to share more information about the incident with the organization 
and the community. 
 
This news release has now been posted on our website and social media 
channels, and explains the incident, its effect, and more about the data 
affected. 
 
We are also able to provide this page on the Intranet that will give a weekly 
status of the City's network rebuilding efforts across the organization and its 
facilities. We look forward to updating it weekly over the coming months. 
 
In both the news release and Intranet page you will see the City has worked 
with our cyber security insurance provider to provide all City employees a 12-
month subscription to TransUnion credit monitoring services. Everyone should 
have received information about that via City email last Friday. We encourage 
everyone to take advantage of this service at no cost to you. 
 
Thank you again to everyone for your efforts during this time and as we move 
forward. Your service is greatly appreciated! 

https://www.abilenetx.gov/CivicAlerts.aspx?AID=2935
https://cityofabilenetx.sharepoint.com/sites/Intranet/SitePages/Network-Status.aspx






*No humans are injured in this AI generated scenario





How would you communicate with employees 
if you had no internet, computers, email, or 

phone access?







Communicating 
During a Cyber 

Event

City of Lubbock



Lacey Rose

Director of Communications & 
Public Engagement



• 10:50 a.m. – IT received an alert about malicious file attempt on a 
City PC.

• 11:15 a.m. – federal and state agencies reached out to the City 
regarding the same computer

• Suspected ransomware gang using possible imposter software 
download

• 12:00 p.m. – Communications & Public Engagement Department 
made aware of the situation 

• 12:20 p.m. – all City networks were taken offline
• 5:00 p.m. – IT meets with cyber insurance company and reviews 

language for external release with Communications & Public 

Timeline of Events
Tuesday, August 12, 2025

CONTEXT:
• A regular City Council meeting was due to start with a live broadcast at 12:30 p.m. on 

Tuesday, August 12.
• This was a payroll week, so our accounting department was actively submitting electronic 

payments to banks.



• 8:30 a.m. – The City of Lubbock website is brought back online
• 9:00 a.m. – Rocket.chat (moved to external domain connection)

• IT began providing updates to all department heads

Timeline of Events
Wednesday, August 13, 2025



• Each City department had an after-action review with IT and the 
Office of Emergency Management

Timeline of Events
October – December 2025



• Public safety
• Public broadcast of City Council Meeting
• Utility bill pay
• Ability to communicate internally

• All communication between management > directors > staff was 
verbal/texted/or done via personal email accounts.

Immediate Impacts



External Communication Timeline



Day of incident 
(Tuesday, 08/12)

External Communication Timeline
Day after incident 

(Wednesday, 
08/13)

The following week 
(Tuesday, 08/19)

. . .
(not our decision)



• Internal communications
• Directors were not given adequate information to funnel down to the rest of the City staff.
• This led to rumors and frustration.
• Staff sitting at their desk unable to login to computer to work.

• Not bringing our department in early
• Communications & Public Engagement was only brought in when it became apparent that it would impact the live broadcast 

of the City Council Meeting.
• Our department was only brought into discussions at the end of the day on Tuesday.

• Not including all pertinent staff on Rocket.Chat group
• When a broader attempt to communicate internally was finally made, it didn’t include all departments and management staff.

• Not communicating publicly
• Our department advised leadership that it was important to be as transparent as possible. Due to the nature of the situation, 

there was a lot of reluctance to share anything at all.
• The cyber insurance team also agreed with us, and gave the green-light for us to handle all public communications.

• Not meeting public promises/expectations
• In the first release that was approved to be sent, there was promise made to provide an update the following morning. 

Leadership would not allow us to do so. A new update was not proved until the following Tuesday (1 week after the incident 
occurred).

• Not replying to internal requests from PIO for updates
• Because of the uncertainty about these types of incidents and a fear of further targeted attacks, our leadership was mostly 

unresponsive to our department’s requests for information during this time.

Issues Identified by Our Department



If this happened again tomorrow, these are things that we think would have improved our City’s 
response:
• Add ongoing floor-by-floor updates in Rocket.Chat as departments are cleared to get back online.

• Even once many departments had been cleared to return to normal operations, the staff in those departments were not made aware for 
hours in some cases.

• Provide more clear and consistent updates to department heads about what their staff can expect as 
soon as information is available.

• Morale was severely impacted by a lack of communication with our own staff, leading to employees feeling forgotten or devalued.
• Have designated communication liaison between IT and PIOs

• It was discovered post-mortem that there was not a member of the IT team who felt that it was within their power to share sensitive 
information with our team. The director of IT acknowledged that it would have been beneficial to have a designated person to 
communicate regularly as the situation evolved.

• Doing a better job of managing and meeting internal and external expectations
• Utilize C&PE to produce graphics that matched the recognizable format of our usual official (trusted) 

internal emails to disseminate information to departments through their respective department heads. 
• This provides a more structured update to aid in rumor control. Lack of info was the main identified cause of misinformation during this 

incident. Staff rumors get shared with their families, friends, and other community members. This information makes its way onto social 
media and ultimately leads to public misinformation. With a staff in the thousands, our internal communication is nearly as important as 
external communication. Each member of the City’s staff is like an ambassador of information.

Recommendations/Key Takeaways
(from our department’s POV)



• Getting Rocket.Chat involved in the internal communications

• Using departmental phone-tree style communication

Things that worked well
(from our department’s POV)



Questions?



Feedback…
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